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A ut hentication

Open, Simple, Secure

Bring your smart cards to life!



02S Banking Authentication

02S (Open, Simple, Secure) Banking Authentication brings to the bank a complete solution to
the needs for banking authentication. It provides a means to prove a users identity whether using
internet, telephone or mobile banking. It meets the needs of banks by accompanying them in
a partnership from the choice of methodology, through deployment, to the support for remote
panking.

It is based on a worldwide standard, EMV.
It is based on specifications developed by Mastercard & Visa.
It leaves choices for implementation to the bank since it is based on open standards.

It leaves the control of the keys and algorithms with the bank.

Simple

The system is simple to put in place and hence minimises the cost of introduction.
It does not require end users to learn any new Processes or passwords.

It makes use of existing investment in cards, infrastructure, processes & security.

ecure

It increases the level of security against phishing attacks and on-line fraud.

It protects the image of the bank and reduces costs for simple transactions.

It enhances the security and hence encourages users to make more use of the remote banking
channels.




02S Banking Authentication

Meeting a bank’s need

Banks around the world are facing new challenges:

Broadband internet is making on-line banking services
accessible to all

M Internet banking services have widened to respond
to customer demands

m Customers are changing the use of their branch to / M internet
more value-added services | g Branches

So the number of on-line banking customers is "
rising. 2001 2002 2003 2004 2005

~___ICustomers have different profiles

| Occasional: Typically less than 2 visits on-line per A
month, these visitors need simplicity in use, and
access to basic account information

M Regular: Visiting between 2 and 6 times per month,
these visitors have a high need for ergonomy, and also
access to more transactions

Number of customers

M Intensive: Visiting on-line more than 6 times per month,
means these visitors need good ergonomy, a wide Occasional Regular Intensive
range of services entailing even digital signature Frequency of use

Users can be professional or mass market, and have widely differing needs. Banks also need
systems adaptable for their own internal security needs.
Hence banks need a flexible modular solution for different profiles.

Increased non-face to face contact means there is a major need for security:
Attacks from fraudsters in phishing endanger the on-line bank

Greater security leads to more transactions on-line
Improved security is important to protect the image of the bank
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02S Banking Authentication

02S Multi-Services

02S complete package service includes all the aspects needed by a bank to roll out an
authentication solution including:

A consultancy in which solutions exist and are best adapted to the bank
A set of guidelines to assist in the choice of authentication for each user segment
A step by step guide to moving a project forward in order to gain acceptance to the investment

Advice and partnerships to assist finding solutions for fulfilment, support and deployment.

A checklist for rolling out the process from project go-ahead through pilot phase and to complete
deployment across a range of users.

02S Multi-Servers

Banks wish to choose a server supplier which suits
their internal IT needs. This can be either in an ASP or
purchase mode to bring in-house. The choice is
dependent on whether the bank has a strong internal
IT function or whether it has externalized the majority of
the [T function.

XIRING provides guidance to banks to help in the
choice of solution, accompanying the bank throughout
the process.

Many suppliers exist in the market & XIRING selects those that get “O2S Ready server” to
ensure technical approval and geographical coverage.

02S Multi-Devices

It is essential to cover all possible needs with varying
devices (small tokens, calculator style, SMS communi-
cation, scratch cards, specialized products) in order to
ensure a single supplier status wherever possible.

The key feature of the O2S Multi-devices is that they all
function on the same back end system.

Devices are available for occasional, regular & intensive
users as well as specialized devices for users with a
visual impairment.

Bring your smart cards to life!
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